Abstract-Swiftness, simplicity, and security is crucial for mobile device authentication. Currently, most mobile devices are protected by a six pin numerical passcode authentication layer which is extremely vulnerable to Shoulder-Surfing attacks and Spyware attacks. This paper proposes a multi-elemental graphical password authentication model for mobile devices that are resistant to shoulder surfing attacks and spyware attacks. The proposed Coin Passcode model simplifies the complex user interface issues that previous graphical password models have, which work as a swift passcode security mechanism for mobile devices. The Coin Passcode model also has a high memorability rate compared to the existing numerical and alphanumerical passwords, as psychology studies suggest that human are better at remembering graphics than words. The results shows that the Coin Passcode is able to overcome the current shoulder-surfing and spyware attack vulnerability that existing mobile application numerical passcode authentication layers suffer from.
I. INTRODUCTION
Authentication technology is crucial to the integrity and confidentiality of smart mobile device users, especially when many important features such as banking and finance are easily accessible through mobile applications. Current mobile security mechanisms use the four or six pin numerical passcodes which are easily remembered, while providing a swift security authentication for the users.
However, this security mechanism has its flaws when it faces modern attackers who can easily guess or shoulder surf for the password combinations. There are several other user authentication mechanisms such as the alpha-numerical passwords and the pattern drawing lock, which are also prone to shoulder surfing attacks. The two-factor authentication can be easily compromised when the first level protection of the mobile devices is vulnerable.
The Coin Passcode Graphical Password Authentication mechanism is a concept of the Cognitive biometric authentication which uses the hybrid scheme graphical password authentication mechanism. This paper is structured in six sections, including the Introduction Section, Related Works, The Coin Passcode Mobile Graphic Authentication Model, Security Analysis and Usability Metrics, Discussion and Conclusion.
II. RELATED WORKS
The related works of other existing and researched graphical password authentication model are discussed under this chapter.
A. Cognitive Biometrics
There are several different biometric authentication types including physiological biometrics and cognitive biometrics authentication. Under the Cognitive biometric authentication methods [1] , user behaviors are identified using mobile phone sensors, through activities such as gestures and walking patterns. The input patterns are used as a means of behavior authentication. Several researchers have [2] analyzed the key input mechanics and patterns used by the users when they press the on-screen buttons to type on the phone.
Another research conducted by Giuffrida [3] , allows Cognitive Authentication when the user types the password, where the movement and touch of the screen are analyzed and authenticated. According to Stanciu [4] , this method is effective enough to protect the system from statistic attack. An improved version [5] of this method of authentication uses the combination of four aspects which are time, pressure, size and acceleration obtained from the sensor of the device when a user types in his password.
Besides password input, Cognitive authentication also includes drawing of patterns [6] . Recognition of shape drawing patterns [7] to authenticate a user is a strong and easy way to protect the user against password peeking attacks. Another kind of Cognitive authentication method [8] is through the user"s pattern of walking. In this method, [9] users wear a movement tracker attached to their waist to track the user"s continuous movement data. Besides that, a type of Cognitive biometrics authentication measures the usage pattern and geographical location of regular usage of a user with his smartphone. This method [10] measures the userphone interaction activity such as the application usage, It is suitable for mobile devices to implement a Cognitive biometric authentication such as the graphical password authentication as there are external costs involved in purchasing devices with sensors. Graphical Password Authentication is an authentication method in the Cognitive Biometric Authentication category which is suitable for implementation in mobile devices compared to existing numerical passcodes.
Passwords in the form of graphics [11] are secure alternatives to numerical and text-based passwords, where the users are required to select pictures for authentication instead of keying in texts. Passwords in graphical format are much easier to remember compared to text-based passwords. Some studies of psychology [12] have identified that the human brain is way better in memorizing and recognizing visualized information such as pictures, compared to information in the form of text or speech. Pictures are increasingly used for the purpose of security compared to mere texts, as the range of texts and numbers is limited in comparison to pictures which are infinite.
B. Recognition-Based Techniques
One of the graphical password authentication technique is called the Recognition-Based Technique. For this technique, symbols, icons or images are selected by the users in a series as a password during registration, [13] where the users have to identify the same pictures they have selected during the authentication period. Based on Figure 1 , Dhamija and Perrig [14] , introduced a method of authentication using predefined images. Through this method, users are required to select their pre-selected pictures which they have defined during their registration from a set of random images to get authenticated by the system. However, this method is vulnerable to shoulder surfing attack.
Another example of recognition-based graphical authentication is called Passface™ as shown in Figure 2 . This technique [15] will display nine faces on the screen and require the user to choose their pre-selected faces in four rounds, choosing one pre-selected face per round. In addressing the shoulder surfing issue with a graphical recognition authentication method, Haichang Gao, Xiyang Liu, and Ruyi Dai [16] introduced a shoulder surfing prevention method using invisible pattern drawing by swiping gestures to select a sequence of predefined images instead of tapping. An image chain in a story is used to remember the picture sequences to provide the user with the authentication. This method is less likely to be considered as it is vulnerable to shoulder surfing attacks as it is considerably easier to be identified compared to numbers.
C. Recall-Based Techniques
Another technique for Graphical Password Authentication is the Recall-Based Technique, which is based on pure recall and requires the users to recreate the graphics without any given tips or assisting reminders. However, users may find it hard to recall their password with this technique even though it is more secure than recognition-based technique. A technique called Syukri, by Ali Mohamed Eilejtlawi [17] requires the user to make a signature with a drawing with a stylus pen or mouse during registration, and authentication will be based on the same signature drawing.
A similar technique based on recall is enhanced with cues, where users are required to recreate a graphical password with the assistance of tips to enhance the accuracy of the password, where images will be provided to the users in which they must select specific points in the pictures in the right sequence. An example of this technique is a method introduced by S. Chiasson, P.C. van Oorschot, and R. Biddle [18] , where the next picture on sequence is shown depending on the point of the previous click by the user. Every picture shown next to the previous picture based on a coordinate function of the point of click by the user of the current picture. A wrong selection of a point will cause the next picture to be shown wrongly, which prevents the attacker from guessing the password without knowing the right point for clicking. An example is shown in Figure 3 . 
D. Hybrid Scheme
A combination of multiple graphical password authentication method forms a hybrid scheme. The hybrid scheme is proposed by researchers in addressing the issues with limitation in every graphical authentication technique like shoulder-surfing attacks, hotspot issues, and much more. H. Zhao and X. Li [19] introduced an example of a hybrid scheme, which is a text-in-graphic password authentication scheme -S3PAS in short, to counter shoulder-surfing attacks.
A combination of texts and graphics can resist shoulder surfing attacks, hidden cameras and spyware. The method of registration requires the user to choose "k", an original string text password. In the login authentication, the user has to look for the pre-defined password in the image, which will form an invisible triangle named the "passtriangle", and the user must then click in the region inside the invisible triangle to gain access as shown in Figure 4 .
ChoCD is a hybrid graphical authentication system called ChoCD proposed by Radhi, R. A., Mohd, Z. J. [20] . ChoCD is a system which allows the user to sign in with a User ID and a graphical password as shown in Figure 5 . The system is implementable in both desktop and smart phones. The system authenticates a user in three ways, from the first step based on choice selection to the second step based on clicks and thirdly based on drawings. The scheme only allows the authenticated user to be able to recognize the passwords through graphic, clicking positions and drawing patterns. Users should be able to remember the pattern when the images are shown. 
III. THE COIN PASSCODE MOBILE GRAPHICAL PASSWORD AUTHENTICATION MODEL
The Coin Passcode Graphical Password Authentication Model is a hybrid graphical password mobile authentication scheme. It is relatively swift to be inputted as a mobile device authentication mechanism compared to a four or six pins numerical passcode. The key feature of this model is its unique multi-elemental buttons which are resistance against shoulder surfing attacks and brute force attacks for mobile devices.
The identity verification of a smart device user will be done through the validation of a set of Coin Passcode Graphical Passwords Keypair Authentication process, where the user will initially register a set of Coin Passcode graphical password patterns to be remembered, and by inputting the correct sequence of coin passcode, patterned graphical passwords would authenticate the identity of the user based on their cognitive knowledge. This can prevent an unauthorized user from getting access to the mobile device from just spying.
A. The Coin Passcode Structure
The Coin Model Graphical Password Authentication uses the concept of multi-elements found in the structure of any currency coin. In coins from different countries, there is always a combination of different symbols, numerical values, and some wordings. As with the concept of coins, the Coin Model Graphical Password Authentication uses the element of colors, numerical values, and icons to form unique coin passcodes as shown in Figure 6 . The colour codes are added in the Coin to assist color-blind users.
There are a total of 10 icons, ten numbers and ten colours used as the elements of the Coin Passcode. The list of the element items is illustrated in Figure 7 . The icons are obtained from Google Material Icons for Android Development. 305 | P a g e www.ijacsa.thesai.org
B. The Coin Passcode Keypad Randomization
The elements in the Coin Password are randomized each time, where every Coin Password will have a unique and different set of elements consisting of colors, numbers, and icons. There are a total of ten Coin Passwords in each different input attempt. With each Coin Password selected, a new layer will be formed, showing another randomized set of ten Coin Passwords, until the password authentication matches. An example of randomized Coin Passcode is shown in Figure 8 , in which each attempt shows the number 3 with different colors and icon elements.
The randomization of the coin passcode sample is shown in Figure 9 . The algorithm loops 6 times to randomize the keypad elements 6 times for all 6 inputs. 
C. The Coin Passcode Registration
To strengthen the complexity of the Coin Password, a minimum password standard is set. Each of the three elements must be present in the Coin Password Combination at least twice, resulting in a combination of six coins in a passcode sequence with all three different hidden elements.
The Coin Passcode limits the user to place precisely six Coin Passcodes elements in the sequence during registration. The registering of the Coin Passcodes requires one secret hidden element item from each sequence to be initialized by the user during registration. For example, if the hidden element of the first Coin Password chosen is the color element "Yellow", then the color "Yellow" would be the key to the first Coin Password, ignoring the other two elements in the first Coin Password, which are the randomized numbers and icons as shown in Figure 10 .
The registration algorithm limits the user to select all three different element items in the first three coin-passcodes element selection by removing an element to be selected after each selection. The algorithm then loops again for the last three coin-passcodes selections with the same limitation. 
D. The Coin Passcode Authentication Algorithm
The Coin Graphical Password Authentication is designed in a way that only the authorized user knows the hidden element he or she registers out of the three elements in each coin, whether it"s the color, number, or the icon.
An example of a Coin Passcode Registered Sequence combination is shown in Figure 11 , with the first secret coin numerical element of "Three", a second coin with the secret color element "Yellow", and the third coin with the secret icon element "Car", continuing the rest of the three secret Coin Passcodes elements with the number "Five", the color "Blue", and finally the icon "Flower" respectively. The authentication system will then match the Coin Passcode inputs based on the registered Coin Passcode elements and sequence while ignoring the rest of the public elements in each of the six Coin Passcode inputs. Any other attempt by selecting coins without the elements in the right sequence will result in a failure in the identity authentication.
An object array is used to store the user"s coin passcode login input to be matched with the registered coin passcode object array to check whether the login input object array contains the registered credentials in the right sequence for authentication. 
IV. SECURITY ANALYSIS AND USABILITY METRICS

A. Usability Metrics and Security Analysis
Several experiments are conducted with a group of 50 students to carry out the security analysis and usability metrics for the Coin Passcode against other similar mobile authentication models including the Numerical Passcode, Alphanumeric Passwords, and Passfaces™. The experiments conducted covers the usability metrics of login time and password memorability, and security analysis of shoulder surfing attack, password guessing attack and brute-force attack for each of the mentioned authentication models. www.ijacsa.thesai.org Table 1 summarizes the security of the different password schemes against several password attack methods. "Y" refers to Yes and it means that it is vulnerable to the forms of attack. While "N" refers to No and it means that the password scheme is secured against the attack type.
B. Password Complexity Comparison
The Coin Passcode Authentication Model which consists of three elements in each coin creates a cognitive authentication link between the user and the authentication system, where only the right user would know the secret element and sequence he or she sets, leaving the rest of the people confused about the password. 
C. Shoulder Surfing Attack and Spyware Attack
Shoulder Surfing attack uses the technique of direct observation or through recording using video cameras such as high-resolution surveillance equipment or hidden cameras to obtain a user"s credentials. A spyware attack is when malwares are installed in a user"s device to record the user"s credentials input, while the information is sent back to the attacker for exploitation. Both of these attacks can easily obtain and exploit a user"s numerical and alphanumerical password, or Passfaces™ credentials by directly observing the password input pressed by the user. However, the Coin Passcode is resistant to this type of attack.
An experiment is conducted with a group of 50 students, where a set of passwords for different authentication models, each with an equal password length of six items is pressed in front of the students through a big screen, with each button pressed at five-second intervals. The students are then asked to retype or reselect the shoulder surfed passwords. The result of the shoulder surfing attack experiment is shown in Figure 13 . The numerical passcode and alphanumerical password are seen to have a high rate of shoulder surfing success due to their vulnerability to this attack method. The Passfaces™, however has a lower success rate as it requires a certain recognition and memorability of the level of the faces used to reselect the right one. 307 | P a g e www.ijacsa.thesai.org
The Coin Passcode can be observed to have zero success rate of shoulder surfing attack. This is because having multiple graphical elements in each input of the Coin Passcode would make shoulder surfing attack and spyware attack meaningless, as students do not get any direct password information from just observing the Coin Passcode combination inserted by the user. It is designed so that it is impossible for a shoulder surfer to know which secret element out of the three was the one being chosen by the user in a single input button.
Memorability is the measurement of the extent to which the users can remember the password after a period. A password memorability experiment is conducted for each of the four password authentication models. The test is conducted with a group of 50 students, where each student is given a similar set of passwords of the same password length of six for each password model. The students were given five minutes to memorize each password and were then shown a 3 minutes video to simulate an extended period of idle time. After the video ended, the students were asked to produce the same password in one-minute. The result of the experiment is shown in Figure 14 .
The experiment result shows that the Coin Passcode has the highest memorability success rate followed by the numerical passcode, the alphanumerical password and lastly, the Passfaces™.
Based on the experiment, it was much easier to remember the Coin Passcode because the secret elements used are straightforward elements like colours, numbers, and icons, which can form a story-like chain of keywords such as "3 blue cars, 5 red bikes", as compared to remembering numbers, words or faces which have no direct meaning or connection to the tester. The experiment found that unfamiliar faces are hard to remember after a period of idle time, even though it is also a form of graphical password.
D. Login Time
Login Time refers to the time taken for users to log into the authentication system using their credentials. An experiment is conducted to analyze the login time for the four authentication models. The test is conducted with a group of 50 students, where each student is given a set of similar passwords of the same length of six for each password model. The students are then asked to reproduce the same passwords five times, and each login attempt time was recorded. The result of the experiment is shown in Figure 15 . The Coin Passcode has slightly longer login time compared to Numerical Passcode and Alphanumerical Password of the same length even after five attempts. This is because the positioning of the numerical passcode and alphanumerical password are fixed, which the test user can simply memorize and get used to from each increased attempt. However, the positioning of the Coin Passcode elements is randomized and shuffled in each attempt, which is designed to confuse the shoulder surfing attacker, causing a longer login time for the test users. The Passfaces™ takes a much longer login time compared to the other password models due to the low memorability of the unfamiliar faces which requires the test user to take time to confirm the faces.
E. Password Guessing and Dictionary Attack
Password Guessing is a kind of brute force attack which uses knowledges or hints gained from the password owner. Each of the password models mentioned in the analysis are vulnerable to this attack when the user leaves certain hints or information about their password exposed to the attacker. This attack cannot be avoided and can only be prevented through security awareness and training.
A dictionary attack is conducted using a list of frequently used words or number patterns to crack the password efficiently. However, this only applies to the existing Numerical Passcodes and Alphanumerical Passwords due to the reason that these passwords often contain phrases that are predictable and highly used statistically. The Coin Passcode Authentication Model and the Passfaces™ is not applicable for dictionary attack, because these two authentication models does not contains text or words that can be prepared in dictionary attack.
V. DISCUSSIONS
Most graphical passwords currently available are mostly proven to be more secure and resistant to several cybersecurity attacks compared to existing numerical and alphanumerical passwords. However, these graphical passwords are mostly available only in the field of research, education and theoretical discussion, and are rarely implemented practically. It may be due to several poor usability factors such as low memorability, high login time, and non-user friendly or nonmobile friendly interfaces, compared to the existing numerical and alphabetical password authentication methods.
The proposed Coin Passcode is shown to have higher password complexity when compared to its closest identical numerical passcode model. Even though the alphanumeric password model has a higher password complexity, it is still not a completely secure password mechanism due to its vulnerability towards shoulder surfing attacks. The Coin Passcode is designed to overcome the shoulder surfing attack vulnerability and is currently designed specifically for a swift mobile authentication which greatly enhances the password complexity compared to its nearest comparison. A higher password complexity can be achieved when the coin passcode"s multi-elemental concept is implemented to a similar input of alphanumerical passwords.
The memorability of the Coin Passcode is also a beneficial key feature due to its straightforward elemental attributes www.ijacsa.thesai.org which can be formed into a chain of story-like keywords that other existing password models are missing. It is more likely for people to remember a story formed by visuals rather than numbers or alphabets. The login time for the Coin Passcode is not as fast as the existing password models due to the randomization and element shuffling nature of the Coin Passcode model. However, this can be considered a security over performance prioritization measure.
VI. CONCLUSION
In conclusion, the Coin Passcode is able to overcome the current shoulder-surfing and spyware attack vulnerability that existing mobile application numerical passcode authentication layers suffer from. It is shown that having a Multi-elemental passcode for a mobile login interface can prevent direct observation password attacks, and at the same time provide a higher password complexity against brute-force and password guessing attacks. It is a combination of the behavioral context uniqueness of each person that makes this multi-elemental passcode a stronger mobile password interface.
The authors believe in the real potential of graphical password in benefiting the current mobile smart devices swift authentication mechanism, in terms of usability and security aspects. This brings the purpose for us to propose the Coin Passcode Graphical Password Mobile Authentication Model in hoping to overcome the challenges by bringing a simplicity in usage plus complexity in security for the mobile developers as well as the mobile users. However, there are still limitations in the current proposed design of the Coin Passcode which can be further enhanced in the future for the betterment of mobile security. One of it is the lack of encryption for the coin passcodes input and stored passcodes, as the elements are currently stored purely in plaintext and can be easily modified via code injection attack. The Multi-elemental input concept should also be further explored in password model fields other than mobile security layers, such as the network security and banking security.
FUTURE WORK
The authors believe that the graphical password implementation has a great potential for different applications besides of mobile devices due to its feautes such as secure, and ease of use. Authors will extend this model of other application areas in future.
